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Introduction 
Network-Based Defence (NBD) – what is it2? Views are different. Critics say this is nothing 
new – we have always done things this way; the believers say this is no less than the defence 
equivalent to the civil society revolution in the information age. The father of Network 
Centric Warfare (NCW), vice admiral Arthur Cebrowski, says it is a concept and thus cannot 
be defined3. Others say that it is not a concept, some that it is a method, and others that it is 
not a method. All together this reflects a situation where one tries to describe something that 
doesn’t exist in all respects. Clearly this is not a simple situation. 
 
At the same time that the advocates of NBD see a revolutionary development of defence 
capabilities, others find NBD futuristic and controversial, and that it is difficult to draw far-
reaching conclusions. In order to balance the debate, critical parts and questions have been 
included in the discussion below. The aim is to stimulate the debate and sharpen requirements 
when developing NBD. 
 
We live in a new era but have reason to care about old wisdom. If we stopped adding new 
ideas and knowledge, development would cease. Military innovations are about using new 
technology and at the same time rely on timeless wisdom; such wisdom we know from Sun 
Tzu and Clausewitz. 
                                                                 
1 This article also appears in Swedish. For information, please contact the author (+46 70 594 3801). 
2 This article follows a series of articles, see literature references Nr. 12 - 15. 
3 See literature reference Nr. 3. 
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Division of activities and reality 
NBD is about managing defence resources as efficiently as possible based on a common 
situational picture, simultaneously leading to the creation of new capabilities. 
 
Previously when we talked about command and control systems in the Swedish defence, we 
explained that it builds on four parts: doctrine, organisation, personnel and technology. These 
parts can actually describe all sorts of activities, not only for command and control systems. 
The parts are interrelated and depend on one another all the time. In consequence, if one part 
is changed, e.g. doctrine, it affects organisations, personnel, and technology. 
 
These four parts appear in three areas, domains or arenas, which all together describe our 
reality. The three dimensions of reality are physical, informational and behavioural reality. 
 
The first arena is the physical reality, consisting of land, sea, air, space, and everything we can 
touch. We recognise land, sea and air from the traditional division of the armed services. We 
can exemplify the physical arena with tanks, ships and aircraft. 
 
The second battle arena is the information arena, covering all information tha t we are 
constantly influenced by, and that may influence ourselves. Maps, computer information, and 
sensor information from a radar system can exemplify it. 
 
The third battle arena is the behavioural arena, consisting of all of our behaviour based on 
external influences. So far in NCW and NBD discussions only the cognitive domain has been 
mentioned, consisting of all mental processes creating knowledge in our brains. Those are the 
processes influencing our behaviour, and thus our decisions. However, the behaviour is the 
sum of the cognitive processes and everything that can be observed as an effect of influence. 
The behaviour is the human dimension and the visual proof of human influence. Thus the 
behaviour is the most important of the three realities, but at the same time the most 
unpredictable, and the most difficult to assess. Decision-makers in a command and control 
centre and their resulting decisions can exemplify the behavioural arena. 

Balancing pros and cons 
The advocates of NBD emphasise the importance of creating understanding of the two soft 
domains and their relationship with the hard physical domain. Some critics mean that NBD 
places too much weight on abstract concepts. Military defence should concentrate on physical 
superiority, which is concrete. It takes time to achieve full acceptance of information 
superiority. The most difficult thing is to achieve comprehension of the significance of 
superiority or agreement on the behavioural domain. This has also to do with lack of 
principles of how to create peace.  

From platform to network 
Machiavelli has said that there is nothing more difficult or harder to plan, more uncertain to 
achieve success with, or more dangerous to undertake, than to create a new order. We shall 
now study this new order by replacing the traditional platform-based defence with the 
network-based defence. The pedagogy presented is partly associated with a presentation from 
Lieutenant General Sverre Diesen4. 
 

                                                                 
4 See literature reference Nr. 5. 
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Let us start with the traditional defence, with which we are familiar for a long time, and 
observe changes, which make it a network-based defence. Assume that we have ground forces 
with weapon platforms, radar sensors and tactical command. The tactical command is under 
the control of an operational command in a hierarchical command and control chain. The 
same applies for sea forces with weapon platforms, sensors and its hierarchical chain of 
command and control. And again the same for the air forces. Each armed service’s unit 
mainly commands its own resources based on each respective platform – that is the platform-
based defence. The operational capability corresponds to a number of isolated zones around 
each platform, as the range is limited for each sensor and each weapon. 

Dissolving membership of armed services 
In order to form a network-based defence we must start with the decomposition of the 
membership of armed services and instead classify according to weapons, sensors and 
command and control units. The weapons should be regarded in a broad sense, first on the 
physical arena firepower.  
 
Secondly we consider the information arena, which includes electronic warfare, i.e. 
electromagnetic firepower; furthermore there is information warfare, i.e. information 
firepower, which includes computer and network attack with cyber firepower or datalogical 
firepower.  
 
On the third arena, the behavioural arena, we have psychological warfare, i.e. mental 
firepower. Thus there are weapons able to be effective in all three arenas. 
 
As for the sensors mentioned above, we mean all kinds of collection of information in a broad 
sense. By command and control units we mean all kinds of decision-makers. 

Dissolving the hierarchical command and control structure 
We will now connect all sensors and make a common sensor grid intending to combine 
information to develop a comprehensive picture of a conflict zone. This in turn makes a 
common situational picture, which can be distributed to all decision-makers in a common 
decision-makers’ grid. If all decision-makers receive a common operational picture and can 
manage several lower echelons and also execute commands over a large distance, the 
hierarchical command and control structure is unnecessary, and we can remove it. 

Balancing pros and cons 
The advocates of NBD view possibilities to work for a far-reaching mission command instead 
of the previous old direct command. Critics feel that hierarchy is needed, because the strategic 
objectives may change during the course of events. Other critical points directed at removing 
the hierarchical structure are going to be discussed later in the description related to the need 
for common situational perception and operational tempo. 
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Hierarichal stove pipe organisation Mission adapted network organisation

• Non transparent organisation.
• Stove pipe simplex communication.
• Each organisational level contributes

to a time delay. 
• More vertical command results in

more time delay.

• Transparent organisation.
• Duplex network communication.
• The network reduces the number of

command levels and increases
operational tempo.

• The more adaptable organisation
the less time delay.

Knowledge networks and decentralised command reinforces decision makers 
capability at all levels and focuses resources on relevant operations.

 
Fig. 1. Hierarchical stove pipe organisations versus mission adaptive network organisations 

Increased operational range and the diminished importance of geography 
Land, sea, and air target objectives can be attained by joint land, sea and air force units when 
joining their weapons in a common weapons grid. In doing so the geography does not become 
particularly relevant, such as the shoreline between land and sea, so we will remove it as well. 
The operative range is no longer limited by the range of single platforms, but reaches out over 
large connected regions. 
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Fig. 2. Information richness, information reach, and tempo increases from platform-based to 
network-based defence 
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In the platform-based defence the selection of targets, weapons and objectives are limited. On 
the other hand the NBD offers optimisation of targets, weapons and objectives and the 
demonstration of force with precision and synchronisation. One can also achieve massed 
effects making several units simultaneously engage their weapons against the same target. 
Weapons’ target precision may increase using weapons from one unit and target information 
from some other unit – irrespective of armed service. When we understand the importance of 
common network functions with other countries, we will also dissolve the national defence 
borders. 

Information management 
Previously I dissolved the armed service affiliation. This does not mean that the armed 
services have been eliminated. They have their special characteristics, which are fully needed. 
On the contrary it means that they will share sensor information with the whole network, 
make use of their weapons in new combinations with the other armed forces, and dependent 
on the situation be prepared to command or to be commanded. This occurs in flatter 
organisations and over larger operational areas. All in all the network offers considerably 
more efficient utilisation of the resources.  
 
Previously I also dissolved the hierarchical command structure. It is of course necessary to 
replace it with a new command structure. It will be a system for information management, 
based on the roles and services the situation requires, and how the information then shall be 
distributed. The management must clarify which possessors of roles may automatically 
subscribe to certain information or certain services, and which may be able to collect 
information being asked for. Who shall have what depends on the situation, and thus varies. 
The situation and the system of information management define the organisation. In principle 
all decision makers and weapons involved in the situation can participate simultaneously, and 
one can select which objectives primarily are required to produce results. 

Balancing pros and cons 
NBD advocates see a considerable advantage utilising the organisation’s battle capability 
resources more efficiently. Critics doubt that the information management can be designed in 
advance, such that it adapts as well as possible to arising situations. They also question 
whether decision-makers can agree and allocate resources as well as possible. One problem is 
the need for and the distribution of additional but scarce resources such as logistics and 
medical service in an operation. 

Distribution of roles 
The information management implies that a platform commander no longer always decides 
about his sensors and weapons. In one situation he might play a subordinate role being 
ordered to contribute with his weapons based on information from elsewhere. In a different 
situation the role may have changed, and he may be the commander of several units. In the 
latter case the reason might be, that he happens to be the first to get the best situational 
overview providing him with enough situational awareness. He may then be in command of 
weapons systems from all network platforms that he may need. 
 
In the NBD a fighter aircraft can for example provide sensor information to a small coastal 
vessel, which commands an attack from a ground-based missile unit. In a different scenario 
ground-based sensor information can be transmitted to a fighter aircraft, where the decision-
maker orders the coastal vessel to make use of its firepower. In these examples one plays with 
different roles: In the first case the coastal vessel is a command centre, in the second example 
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the coastal vessel is subordinate and takes on the role as a weapon. Apart from all possible 
combinations of such roles, they can play all three roles themselves, i.e. have multiple 
functionality. Due to these variations of roles we can also dissolve the strict assignment of 
roles applicable to the platform-based defence. 

Number of engaged targets

Time

1: Platform-Based Defence
2: Network-Based Defence with one type of weapons
3: Network organisation with additional weapons capability. Requires change

of organisation and doctrine. Note the great number of targets engaged at
early times.

1

2

3

 
Fig. 3. Network-Based Defence may provide a dramatic increase of combat targets when 
changing organisation and doctrine 
 
In the traditional platform defence a unit would be without knowledge of everything the 
commander could not survey. The result would be missed opportunities. I quote (free 
translation) Lieutnant General Sverre Diesen: “The operational limits due to the fog of war 
and imperfect information and communication systems forced upon us in the shape of 
hierarchical structure and inflexible co-ordination operations can be abolished. The scene is 
set for a dramatic effectiveness of weapons both in time and space. The military organisation 
is no longer defined by virtue of more or less permanent substructures, each one with its 
assigned operational arena, but is a dynamic combination of decision makers, sensors and 
weapons from the whole organisation and constantly changing.” 

Balancing pros and cons 
Here the advocates find information management advantageous for flexibility and adaptivity. 
The critics see problems in the willingness to co-ordinate activities and in being able to 
subordinate themselves and give up initiative. Rivalry and distrust are not eliminated just by 
getting rid of the structures. Many times today co-ordination is lacking. There are examples of 
one engagement ruining other engagements. The question is if co-ordination becomes easier 
with NBD. 

Self-synchronisation 
Educated and trained mission-assigned units complying with fundamental rules of 
engagement have the possibility in the network to organise themselves in the best way 
depending on the situation. This form of organisation is called self-synchronisation or virtual 
organisation. It contributes to dissolving the inflexible hierarchy of the traditional defence 
and creates a situational managed flexible form of organisation. It is of special importance in 
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complex situations with high tempo. A simple metaphor is a football team where the players 
synchronise their actions with one another the whole time dependent on the instant situation, 
while the game is played according to fundamental roles and rules. One of the great 
advantages with self-synchronisation is the increased tempo. As in the football game, one lost 
second may be fatal. It is a question of winning time, taking initiative and getting ahead. 
 
Operation management becomes almost flat, and activities can be performed in parallel unlike 
the hierarchical command, when activities mostly follow after one another in time, which 
costs tempo. It is also hard for a hierarchical command to control a number of concurrent 
events in detail. 
 
However in isolated tasks and low intensity conflicts it may be possible to control a small unit 
at a great distance from the highest command level without any time consuming intermediate 
steps. In such cases self-synchronisation is of little value. 

Balancing pros and cons 
The critics are doubtful about how self-synchronisation or virtual organisation can function in 
practice. Experience is lacking. Much depends on how people act, provided that all technical 
means are at hand. In order to create a new command culture, new doctrines, rules of 
engagement and forms of education and training are required. 

Operational tempo 
Now I shall dissolve the long command times. In the traditional defence the strategic, 
operational, tactical, and combat levels have different tools in order to analyse their own 
situation. Each level makes its own plans and orders which of them are distributed downward 
in the hierarchical chain. When these arrive at each lower level, these plans form the basis of 
more detailed plans and orders and so on. On the other hand the network concept implies a 
flatter organisation and allows the concurrent distribution to all parties concerned of a 
common situational picture, which each and everyone may adapt for his needs by electronic 
processing. We dissolve the long command and control times of the traditional defence for 
planning and order and compress the time constant for the decision of action. Without modern 
information technology we would never be able to short-circuit the long command and control 
times. The NBD increases the operational tempo dramatically. 
 
In the heat of war it is a matter of taking initiative, being first with the right decision, and 
acting and forcing the opponent to react. With increasing operational tempo in a number of 
cycles of the Boyd loop “observe – orient – decide – act” the opponent may finally be forced 
to a system collapse. It sounds good, but there are pitfalls. 
 
One pitfall is that the common situational picture is expected to lead to factual knowledge and 
a common situational awareness. That is not quite so simple, as people may interpret the 
information in different ways. Individual perception filters put limits to the common 
awareness, i.e. factual knowledge of a situational picture. 
 
A second pitfall is the time it takes to build a situational picture. The “best” picture is the 
“enemy of the good” one. The network supplies enormous quantities of information, but it is 
the quality of the information – not the quantity –, which decides when the situational 
awareness is good enough in order to determine how to act and keep up the tempo. Decision-
makers must then balance on the knife-edge between having enough justification for a 
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decision and providing a shorter time for the opponent to decide to act in order to secure the  

Observe Orient Decide Act

BLUE FORCE

RED FORCE

Observe Orient Decide Act

TIME

Blue force wins decision superiority having
the highest tempo observe – orient – decide – act .

TEMPO

TEMPO

 
Fig.4. The operational tempo determines the winner of the Boyd cycle 

Information lead implies 
greater capability to achieve
enough situational awareness
faster than the opponent

100%

Situational
awareness

Time

80% AB

C

A = our situational awareness, decision time = a
B = opponents’ situational awareness increases faster, 

decision time = b, his lead is = a-b
C = the opponent has less need for information, 

decision time = c, his lead is = a-c

ab c

Situational awareness - Information lead

 
Fig. 5. Situational awareness – Information lead 
 
initiative and to force upon the opponent one’s own intention with accelerating speed. If we 
wait too long the opponent will attain information superiority and faster situational awareness, 
and he will be the one to command the decision cycles. Or it may be an asymmetrical 
situation where he does not need to know so much for what he is going to do. One recent 
example is when the Taliban soldiers ran away to hide in the mountains instead of staying on 
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to fight. Another example is the Iraqis taking off their uniforms and making ambushes and 
sabotage groups. 

TimeObserve

Orient Decide

Act

Observe

Orient Decide

Act
Observe

Orient Decide

Act

Delay of action

Blue and red forces’ OODA-loops. Red force leads and exploits it in 
higher tempo. Blue force is delayed in action.

Command is characterised by lead.

Blue force

Red force

Information lead - higher tempo

 
Fig. 6. Higher tempo may result in information lead. Command and control is characterized 
by lead. Those who lack lead do not command. 
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ObserveraObserve

Orient
Decide

Red force acts and exploits the lead increasing the tempo. Blue force 
is forced to react, does not have time to act, later on not even to 

decide, which leads to system collapse. The behaviour of the blue 
force is influenced and may be determined by the red force.

System collapse

D

DD

AAObs Obs

Obs

Ori Ori

Ori

Obs

Ori

No action No decision

ACT

REACT

Blue force

Red force

Information lead - higher tempo

 
 
Fig. 7. Consequences of the duel act - react 

Balancing pros and cons 
The believers find the operational tempo one of the greatest advantages of the NBD. The 
critics consider it doubtful to what degree situational awareness can become common in 
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situations with high tempo and high stress levels. Decision speed always implies risk. One 
sees many problems to overcome: information overload, lack of relevant information, 
difficulties to interpret complex situations, security restrictions and lack of situational 
adaptation of information management. In order to avoid different perceptions one would 
have to clone people. 

Information infrastructure 
In order to make the sensor, decision-maker and weapon grids function, systems are needed to 
process, manage and communicate information. Together they constitute the network 
information infrastructure or “info structure”. One must be able to process and clarify 
collected information. The information sources are of many kinds: raw data from sensors, 
observations from people, photos, video pictures and databases for maps, terrain, and others. 
Information must be refined, filtered, fused, compared and combined to develop a common 
situational picture. The picture content must be adapted so that each user receives the kind of 
information, which is most important and time critical. 

Situational
picture through
observations of:

Behaviour

Information

Physical
conditions

Sensor
network Fusion processes

Decision
network

Weapons
network

EBO
Behaviour

Diplomatical
Political
Military
Psychologically

Information
IO
CNO
EW

Physical effects
Fire power

Data       Information    Situational awareness

Decision support systems

Network processes in the information infrastructure

Explanations:
EBO = Effect Based Operations
IO = Information Operations, here ”information fire”
CNO = Computer Network Operations, ”cyber fire” or ”datalogical fire”
EW = Electronic Warfare, ”electromagnetic fire”

 
Fig. 8. Network processes in the information infrastructure 
 
The common situational picture will be designed in such a way that it is possible to zoom 
anything from a strategic overview down to combat pictures. One example may be a satellite 
photo taken from high altitude providing important strategic information. The same picture 
digitally enlarged first once, and then once again, may show some enemy tanks, which the 
combatant officer immediately can engage within his task without a long intermediate 
command and control procedure. The same picture may thus be used both at the strategic and 
the combat level, supported by digital zoom technology. 
 
Decision support systems facilitate decision-makers to rapidly select among the large quantity 
of information. It may be different kinds of software or information agents automatically 
searching, filtering, prioritising, and packaging the kind of information most adaptable for the 
search profile matching the specific role. It should also be possible to change the resolution 
and supplement information afterwards. Decision support systems are of great importance in 
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order to automate parts of the decision process, provide fast overviews, and to avoid drowning 
the users in a flood of information. 

Balancing pros and cons 
Those in favour of NBD see almost unforeseen opportunities using information technology to 
increase defence capabilities. The critics feel that the information structure and the system 
safety and security are the Achilles’ heel of the NBD. The NBD stands and falls with the 
network, and it must thus be secured and protected. The safety and security architecture must 
be designed such that weak parts of the network cannot cause damage that propagates 
catastrophically. Safety and security measures must be balanced and must consider the time 
during which safety and security must be high. All questions of safety and security must be 
taken into consideration from the very start of the network design. 

Some consequences 
NBD offers unique capabilities combining the three arenas. The information arena and the 
behavioural arena provide common situational awareness. The information arena and the 
physical arena provide precision of force. The behavioural arena and the physical arena 
provide action with synchronisation, powerful compressed operations and high-speed 
operational tempo. In the centre and common for all three arenas are synergies and 
opportunities of completely new capabilities, which othe rwise would not have been possible. 

Physical
arena

Information 
arena

Behavioural arena

Precision
force

Common
situational
awareness

Synchronisation,
compressed 
operations,

operational tempo

Synergies,
new capabilities

 
Fig. 9. The Network-Based Defence three arenas reinforce existing capabilities and offer new 
capabilities. 
 
The importance of the terrain decreases, and land combat becomes more similar to air and 
sea combat. With time the development of powerful sensor technology makes the terrain 
more transparent. It will become more difficult to hide. Meanwhile the precision of long-
range weapons increases. Anything seen may be hit. The days of great army battalions in 
symmetrical conflicts are gone. 
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NBD is a development of no return. Increased range and tempo speak loudly to those who are 
listening. Platform defence is already doomed to die as part of modern symmetrical warfare. 
 
The balance between centralised and decentralised command and control is a problem, which 
needs to be analysed. Organisations become flatter. In particular it influences the army, which 
has more levels than the navy and the air force. Some critics believe the danger is heightened 
when all information is accessible to the commander. It becomes possible and may be 
tempting to try to centrally command and control minor units. That is contradictory to mission 
command and manoeuvre doctrine. Detailed central command in high intensity conflicts 
engaging many units in rapidly varying situations is unrealistic. Self- synchronisation needs to 
be made clear in the command and control doctrine. 
 
The transformation from platform to network -based defence will result in investment changes 
from personnel intense to capital intense with heavy investments in command and control, 
information and communication systems. NBD implies a long and costly transformation of the 
defence. Fixed defence costs incorporating personnel intense activities must be reduced. Cost 
effectiveness and efficiency must be aimed at the transformation of the defence. 
 
This development implies the need for less but better trained and equipped soldiers and 
becomes a kind of cultural revolution. Asymmetrical low intensity conflicts and peace 
keeping missions require foot soldiers for patrol, observation and guard. Meanwhile high 
intensity conflicts require special knowledge of high technology long-range weapons. 
Information management of the network requires high and continuous operational capability. 
In a personnel lean organisation each person must be educated to be able to work with several 
different tasks. 
 
NBD implies a new way of thinking and acting. It is a challenge to get this accepted within the 
Armed Forces. It places high demands on programs for education and training and implies a 
cultural transformation. The knowledge and information centred flexible organisation wins 
over the status-centred and inflexible one. Meanwhile it must be possible to feel at home in 
the structure. 
 
Comprehension is not mature concerning the influence of behaviour. Man is the most 
complex and unpredictable component of NBD. The final proof to settle a conflict is the 
understanding of the behaviour. 
 
NBD is primarily considered to be of value in high intensity conflicts. For Swedish conditions 
low intensity conflicts and international peacekeeping missions may be more likely. 
Analysing differences between NBD in high and low intensity conflicts is of value. 
 
Information superiority, situational awareness and tempo are the key concepts of NBD. 
Information dominance and affecting the opponents’ decision making are prerequisites to 
dominate territory. 
 
A common situational picture is fundamental to NBD. This requires very good sensor 
coverage, which is challenging to achieve. 
 
NBD principles are also applicable to civil organisations for crisis management, to civil – 
military co-operation, and to international operations. The principles should be developed in 
parallel to reduce costs and to secure cross-sectorial co-operation. International peacekeeping 
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missions have also provided experience of the need in general to develop the possibilities to 
work together in the civil and military fields. 
 
Doctrine, organisation, personnel, and technology must be developed jointly. Models and 
basic structure may be found in the USA during the 80’s with the Joint Directors of 
Laboratories (JDL) data fusion model, and its later development, and in the 90’s with the US 
Department of Defence Joint Publications. 

Some references 
1. Alberts, David S; Garstka, John J; Hayes, Richard E; Signori, David A: 

Understanding Information Age Warfare, CCRP, ISBN 1-893723-04-6, August 2001 
 

2. Alberts, David S; Garstka, John J; Stein, Frederick P: Network Centric Warfare. 
Developing and Leveraging Information Superiority, CCRP, ISBN 1-57906-019-6, 
1999 

 
3. Cebrowski, Arthur K.: Network-centric Warfare: An Emerging Military Response to 

the Information Age, Presentation at the 1999 Command and Control Research and 
Technology Symposium, Naval War College, June 29, 1999 

 
4. Cebrowski, Arthur K; Garstka, John J: Network Centric Warfare: Its Origin and 

Future. Naval Institute Proceedings, January 1998. 
 

5. Diesen, Sverre: Forsvarets konsept for nettverkssentrisk krigföring, Norsk Militär 
Tidskrift, Nr. 5, 2003 

 
6. Measuring the Effects of Network-Centric Warfare, Prepared for A. W. Marshall, 

Office of the Secretary of Defence, Net Assessment, The Pentagon, presented by Booz 
Allen & Hamilton, 28 April, 1999 

 
7. Money, Athur L: Report on Network Centric Warfare. Sense of the Report, March 

2001 
 

8. NATO Code of Best Practice for C2 Assessment, DoD Command and Control 
Research Program (CCRP), Library of Congress, ISBN 1-893723-09-7, October 2002 

 
9. Network Centric Warfare, US Department of Defence Report to Congress 27 July 

2001 
 

10. Potts, David, Editor: The Big Issue: Command and Combat in the Information Age, 
The Strategic and Combat Studies Institute, March 2002 

 
11. Smith, Edward A.: Effect Based Operations. Applying Network Centric Warfare in 

Peace, Crisis, and War, DoD Command and Control Research Program (CCRP), 
Library of Congress, ISBN 1-893723-08-9, November 2002 

 
12. Wik, Manuel W.: Speculations upon information technology and the art of war, 

original article published in Swedish: Spekulationer kring informationsteknologi och 
krigskonst  in KKrVA H&T Nr. 1, 1995 and offprints. The network era is predicted 
and described. The English version has not been published. 



Royal Swedish Academy of War Sciences, October 2003 
___________________________________________________________________________ 

  Manuel W. Wik                                                14 (14) 

 
13. Wik, Manuel W.: Global information infrastructure: Threats, Global Communications 

Interactive 1997, page 280 – 287, ISBN 0946 393 893, and updated version: 
www.intercomms.net/content/threats.php (and other websites) 

 
14. Wik, Manuel W.: Revolution in Information Affairs. Tactical and Strategic 

Implications of Information Warfare and Information Operations 
www.dodccrp.org/2000ICCRTS/cd/papers/Track8/071.pdf and other websites. Also 
published in: Jones, Andy; Kovacich, Gerald L; Luzwick, Perry G: Global 
Information Warfare. Auerbach Publications, Washington D.C. 2002, ISBN 0-8493-
1114-4, Appendix D: Wik, Manuel W: Revolution in Information Affairs: Tactical and 
Strategic Implications of Information Warfare and Information Operations. Earlier 
publications: Revolution in Information Affairs, Global Communications Americas 
2000, Hanson Cooke Ltd, ISBN 1-902221-38-9, 2000; Informationsoperationer – en 
strategi för fred; informationskrigföring – en avgörande spjutspets i krig, KKrVA 
H&T Nr. 3, 1999. First published in English at Data Security Nordic ’99, October 14, 
1999; Mobilisering för en ny tid, KKrVA H&T nr 5, 1998 

 
15. Wik, Manuel W.: Network-Based Defence for Sweden – Latest Fashion or a Strategic 

Step Into the Future? www.kkrva.se/kkrvaht_4_2002_04.pdf  and other websites; 
Nätverksbaserat försvar – modefluga eller strategisk framtidsinriktning?, H&T nr 4, 
2002. 

 
16. Wik, Manuel W.: Multisensor Data Fusion in Network-Based Defence, First 

International Conference on Military Technology Proceedings, pp147 – 154, ISBN 91-
89683-40-4, July 2003 

 
 

ooOoo 


